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These Instructions for Merchants Accepting Payments via Payment Cards (hereinafter referred to as the “Instructions”
are in effect from 1 October 2026 and are intended for businesses with whom UniCredit Bank Czech Republic and
Slovakia, a.s. (hereinafter referred to as “UniCredit Bank”) has concluded an Adgreement on Acceptance of Payment Cards
(hereinafter referred to as the “Merchant”). The Instructions contain the relevant rules drawn up by the card schemes.
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1. DESCRIPTION AND TYPES
1.1 TERMS USED

Authorisation

The process by which the validity of the payment
card and coverage of the given payment by such
card are verified.

Authorisation centre

The place where payment authorisation, i.e.,
verification of the validity of the payment card and
verification of coverage of the given payment by
such payment card, is carried out.

Authorisation code

A four- to six-digit sequence of numbers or numbers
and letters that serves as confirmation of consent to
the executed transaction.

Bank

The Bank processes the Merchant’s transactions
executed by means of Mastercard, Visa, and V Pay
payment cards.

Banking day
A banking day is understood to be a day when banks
are open to the public in the Slovak Republic.

CVC2 (CVV2)

Security code comprising the last three digits printed
on the back of the payment card (Card Verification
Code/Value).

Identification document

A valid national identity card, passport, driver’s
license with photo, or ID card with photo in the case
of European Union countries.

Cardholder

A natural person who fulfils the conditions for the
issuance and use of a payment card and whose
name and surname may be imprinted on the
payment card.

EFT/POS terminal/SoftP0OS app
A device intended for the electronic processing of
transactions.

Card schemes
The companies Visa International and Mastercard
Worldwide.

Mail/Telephone Order (MO/TO)

Payments rendered by payment card when the
identification data is provided by the cardholder

in written form or by telephone with subsequent
written confirmation, without the Merchant having
the option to see the payment card.

Card owner
The bank that issued the card to the holder for use
(hereinafter referred to as the “issuer”).

mPOS

mPOS is a portable electronic device that enables
acceptance of payment cards and is connected to
the authorisation centre via a smartphone or tablet.

Point of sale
The place where the Merchant accepts cashless
payments for goods and services.

Merchant / Contractual Partner

A legal entity or natural person — entrepreneur who
has concluded an Adgreement on Acceptance of
Payment Cards with UniCredit Bank.

PCIDSS

(Payment Card Industry Data Security Standard)
International rules defining the conditions for
handling cardholder data contained on payment
cards.

Payment card

A payment card is a plastic card with dimensions of
approximately 85 mm x 54 mm, whose appearance,
data arrangement and security elements correspond
to the specifications of the relevant card scheme

on the front and back of the card. A payment card
enables its holder to make cashless payments

for goods and services and to withdraw cash. The
payment card remains the property of the issuer and
is issued to the cardholder for use. Payment cards
are non-transferable.



Period of payment-card validity

The period during which the cardholder is
authorised to use the payment card to pay for
goods and services and to withdraw cash.

Transaction
Payment for goods and services using a payment card.

Receipt

A document about payment rendered by payment
card confirming the acceptance of goods or the
use of services.

Visual inspection
Inspection of the presence and correctness of all
security elements, see clauses 1.4 — 1.5.

Payment-card issuer

The Bank or other financial institution that is
authorised to issue Visa, V Pay, or Mastercard
payment cards. The payment-card issuer is
concurrently authorised to block payment cards.

Prohibited card

A card that is designated on the terminal/SoftP0OS
app display with the text “RETAIN CARD” during
payment authorisation. A prohibited card is also
understood to be a payment card whose security
features do not correspond to the requirements
of the card schemes (see the card illustrations).
A prohibited card may not be used to pay for
goods or services or for disbursal of cash. It must
be retained, rendered unusable and handed over
to the bank.



1.2 HOW TO ACCEPT PAYMENT CARDS

A PAYMENT CARD IS DEEMED INVALID
FOR EXECUTING TRANSACTIONS
AND THE MERCHANT MAY

NOT ACCEPT IT FOR PAYMENT IF:

« the signature on the card does not match the
signature on the receipt (after correct entry of the
PIN, the Merchant does not have to demand the
cardholder’s signature; acceptance of cards via
EMV chip is described in Chapter 2.3);

the period of validity shown on the card has
expired;

the card is demonstrably presented by a person
other than the person indicated on the card and
whose signature appears on the back of the card
if there is a signature panel;

the signature panel is damaged (by erasing,
overwriting, etc.);

the card is mechanically damaged or has been
rendered unusable;

CVV2 or CVC2 - the three-digit code on the back
of the card — is missing;

the number shown on the display of the EFT/POS
electronic terminal or printed on the receipt does
not match the number on the front of the card. In
such case, it is necessary to retain the card!

.

The payment card may not be marked with the
inscription “SPECIMEN”, “VOID” or “VZOR”, nor may
it have been cut or otherwise damaged.

If any of the above descriptive elements, data

or characteristics are missing or if you have any
doubts about

the validity of the given card, please contact the
authorisation centre without delay and state the
phrase “code 10”.



1.3 HOW TO PREVENT ATTEMPTS
TO COMMIT PAYMENT-CARD FRAUD

The behaviour of some customers may
indicate that they are attempting to commit
fraud when paying by card. Please bear in
mind, however, that suspicious behaviour
does not necessarily mean illegal activity
—you know your customers, so let your
instincts dquide you.

Pay attention to customers who:

« purchase large amounts of goods that are easily
exchangeable for cash (e.g., prepaid cards, top-up
codes, etc.);

« try to distract you during the sale or rush you too
much;

« return to the store after a successful purchase in
order to buy again (more);

« carry out a large number of consecutive
contactless transactions up to the amount of
EUR 50. A contactless chip usually does not
require entry of the PIN code or a signature for
confirmation, so a card used in this manner may
have been stolen.

If you encounter behaviour that arouses your

suspicion:

« demand to see an identification document (see
the definition of terms) and verify whether the
data contained in the document matches the data
on the card; write the number of the identification
document (see the definition of terms) on the
receipt;

« follow your company’s procedures and alert your
superior;

« call the authorisation service and state the phrase
“l'am authorising with code 10” to the operator
and then follow the operator’s instructions.

NEVER PUT YOUR OWN SAFETY AT RISK.



1.4 DESCRIPTION OF THE MASTERCARD PAYMENT CARD

1 Name and lodo of the issuer
At the top, the name of the company that issued
the card.

2 Local validity of the card

It is marked with the English inscription “Valid only
in...” or with an inscription in the official language
of the country that issued the card. The card is only
valid in the country indicated by this inscription.

3 BIN

The first four digits of the BIN may be imprinted
above or below the card number. If the BIN is shown
on the card, it must match the first four digits of the
card number.

4 Cardholder’s name

The name and surname of the cardholder, which
may be printed on the front or back of the card. This
is an optional element.

5 Card’s period of validity

It is indicated by the card’s expiry date. The card
is valid until the last day of the month and year
indicated on the card.

6 Mastercard logo
The logo is composed of two interlinked circles in
red and yellow.

7 Card number

Embossed 16-digit number. It always starts with
the number 5 and is always divided into 4 groups of
four digits.

8 Chip or contactless chip

123

9 Hologram
Interlinked circles with the inscription “Mastercard”
on the edge of the circle at right.

10 General instructions and address of the
card issuer

The text is in English or in the language of the
issuer’s country.

11 Magnetic stripe
It must not be broken or damaged in any way. This
is an optional element.

12 Three-digit security code (CVC2)

13 Signature panel

The signature panel must contain the cardholder’s
signature, which serves as a specimen signature. The
signature panel may not be damaged and may not
contain the word “VOID”. This is an optional element.

Protective UV symbol
The capital letters “M” and “C” are only visible
under ultraviolet light. This is an optional element.

The payment card may also contain other
information, such as the company name,
a photograph of the holder, or special characters.

A CARD WITHOUT LOCAL VALIDITY
MARKING IS VALID IN ALL COUNTRIES
WORLDWIDE.



1.5 DESCRIPTION OF THE VISA PAYMENT CARD

d VISA

X
X
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1 Chip or contactless chip
2 Name and logo of the issuer

3 BIN

The first four digits of the BIN may be imprinted
above or below the card number. If printed, they
must match the first four digits of the card number.

4 Cardholder’s name

The name and surname of the cardholder, which
may be printed on the front or back of the card. This
is an optional element.

5 Card’s period of validity

It is indicated by the card‘s expiry date. The card
is valid until the last day of the month and year
indicated on the card.

6 Card number

Embossed 16-digit or 13-digit card number. The
card number always starts with the number 4 and
is divided as follows:

« 16-digit number divided into 4 groups of 4 digits;
« 13-digit number divided into groups 4 -3 -3 - 3.

7 Local validity of the card

It is marked with the English inscription “Valid only
in...” or with an inscription in the official language
of the country that issued the card. The card is only
valid in the country indicated by this inscription.

8 Visalogo
The logo consists of the word VISA, which may have
different vertical orientations.

A CARD WITHOUT LOCAL VALIDITY
MARKING IS VALID IN ALL
COUNTRIES WORLDWIDE.

ww' unicreditbank.cz

VLAS TNORUENT PODPIS / AUTHORISED SISNATURE — NOT VALID UNLESS SIGNED

9 Hologram
Dove in flight. This symbol may also be placed on
the front of the card. This is an optional element.

10 Magnetic stripe
It must not be broken or damaged in any way.

11 General instructions and address

of the card issuer
The text is in English or in the language of the
issuer’s country.

12 Three-digit security code (CVV2)

13 Signature panel

The signature panel must contain the
cardholder’s signature, which serves as

a specimen signature. The signature panel may
not be damaged and may not contain the word
“VOID”. This is an optional element.

Protective UV symbol
The capital letter ‘V" is only visible under ultraviolet
light.

The payment card may also contain other
information, such as the company name,
a photograph of the holder, or special characters



2. 2.ELECTRONIC PAYMENT TERMINAL/SOFTPOS APP
2.1 CARD PAYMENT VIA AN ELECTRONIC TERMINAL/SOFTPQOS APP

Mastercard, Visa and V Pay payment cards can be accepted at stores.

VISA

The Merchant must sell goods and/or provide services to cardholders at the same prices and under the same
conditions as to customers who pay cash. At its place of business, the Merchant may not set any price limits from
which it will accept payments made using Mastercard, Visa and V Pay.




2.2 PROCEDURE FOR USING AN ELECTRONIC TERMINAL/
SOFTPOS APP

The Merchant shall proceed in accordance with the manual provided by the company that carried out
installation of the terminal/SoftPOS app. A properly signed sales receipt or a sales receipt confirmed by PIN

or biometric, issued after inserting a payment card into the terminal, is proof of the transaction and of the
cardholder’s debt to the Merchant arising from the transaction (contactless card acceptance — see clause 2.4).

GENERAL INFORMATION

* The Merchant must finish its operation with a daily terminal closing;

* The Merchant shall proceed in accordance with the manual provided by the servicing company
that carried out installation of the payment terminal/SoftPOS app.

By permitting transactions using a terminal/SoftPOS app, the employee is not relieved of the obligation to
check:
* that the customer’s signature matches the specimen signature on the card or to verify the cardholder’s

identity (this does not apply to payment cards that have no signature panel); checking the cardholder’s

identity is understood to involve checking the information specified below and writing it on the sales receipt:

—  type of document

—  document number

—  document issuer

—  name and surname of the person presenting the document corresponding with the data on the payment

card if the name is shown on the card.

Only a national identity card, passport or driver’s license with a photo or an identification document valid in the
relevant EU country can be used for verification of identity.

The employee shall perform a visual inspection of the payment card (this does not apply to contactless

cards) and verify:

» whether the security elements are visually in order

» whether the card is damaged, has been rendered unusable or has been cut so, the employee shall then reject
the card and return it to the customer.

10



2.3 EMV — ACCEPTANCE OF CHIP CARDS

« It is necessary to execute chip-card transactions (EMV standard) using only the terminal’s chip reader.

« After selecting the type of transaction and entering the amount when prompted by the terminal (or cash-

register system), enter the chip card with the chip facing up into the reader in the payment terminal (see
the image below).

« If a transaction is executed using a chip, in most cases the cardholder will be prompted to enter the PIN,
or as the case may be, to use the biometric verification method.

« If a transaction is executed using a chip, it is usually not necessary to sign the receipt (no line for the
cardholder’s signature is printed on the receipt). In some cases, a signature line may be printed on the
receipt; in such a case, the cardholder’s signature is required.

payment-card
chip reader

11



2.4 CONTACTLESS CARD ACCEPTANCE

Contactless transactions are certified by the Visa and Mastercard card schemes and enable transactions via both
contactless payment cards and mobile telephones with NFC technology supporting the PayPass and PayWave
standards. Such transactions can be processed by presenting other contactless media (e.g., a sticker or contactless
wristwatch). Use of the PayPass and PayWave technology is uniformly indicated by the following symbol:

4 )

"))

tu plat’te
bezkontaktne

o J

Simplicity:
« Contactless payments are carried out simply by placing a contactless card or mabile telephone near the

contactless reader of the payment terminal/SoftPOS app.
« For payments up to EUR 50, it is not necessary (with some exceptions) to authorise the contactless transaction

by entering the PIN or signing the receipt.

Security:

« It is not possible to accidentally make a payment. Contactless payments are executed by placing the card near
the payment terminal/SoftP0OS app at a minimum distance.

« Individual settings from the payment-card issuer may require a PIN/signature even for transactions under EUR
50 for the purpose of ensuring security of payments.

- Contactless payments over EUR 50 shall be confirmed by entering a PIN or providing a signature according to
prompts from the terminal/SoftPOS app.

PRODE .

XN

))))
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3. OTHER
3.1 PRE-AUTHORISATION

PRE-AUTHORISATION can be used in cases when the amount of the transaction is not known in advance.
Pre-authorisation can be carried out via payment terminals (EFT/POS) at hotels, vehicle-rental facilities and
rental shops of all types. The employee estimates the amount that the customer will pay for the service (e.g.,
based on the length of stay, the duration of the period for which a vehicle/device or goods are rented, etc.) and
then pre-authorises the transaction.

RECOMMENDATION: When the client arrives or picks up the vehicle/device or goods, request the payment card
for which pre-authorisation has been carried out and have the cardholder sign the receipt with the authorisation
code and the amount.

When completing the transaction (check-out from a hotel, return of a vehicle/device or goods), the Merchant
carries out COMPLETION OF PRE-AUTHORISATION.

» Completion of pre-authorisation cannot be carried out without prior pre-authorisation.

« Pre-authorisation must always be completed or cancelled within 30 days.

« In the case of embossed cards, pre-authorisation and completion thereof can be carried out without the presence of the
payment card. The Bank recommends that completion of pre-authorisation always be carried out with the presence of
the payment card due to the possibility that the cardholder may file a claim with respect to the transaction.

« Pre-authorisation may not be requested as a warranty for damage and/or loss of goods.

« If, during the completion of pre-authorisation, the actual amount is lower than the estimated amount for which
pre-authorisation was carried out, the Merchant shall complete pre-authorisation in the usual way in the amount
actually drawn.

« Pre-authorisation is valid for only 30 days from the date when it is carried out (in the event that the client wants
to make a reservation a longer time in advance, carry out pre-authorisation of the transaction 25—30 days before
the cardholder’s arrival).

« Before carrying out pre-authorisation, it is necessary to inform the cardholder of the fact that pre-authorisation
will be carried out and that it is necessary to state the value of the pre-authorised amount.

In the case of cards issued by the company Mastercard Inc., the following exceptions apply:

» The amount upon completion of pre-authorisation (final authorisation) must be equal to or less than the
pre-authorised amount. If the actual amount exceeds the pre-authorised amount, the Merchant shall complete
pre-authorisation for the pre-authorised amount and must subsequently authorise the difference between the
pre-authorised and actual amounts.

In the case of cards issued by the company Visa Inc., the following exceptions apply:

« Pre-authorization is valid for 30 days from the date of pre-authorisation (applies to hotels and car rentals). For
other types of rental companies, pre-authorisation is valid for only 7 days from the date of pre-autharisation.

» The amount upon completion of pre-authorisation (final authorisation) must be equal to or less than the
pre-authorised amount. If the actual amount exceeds the pre-authorised amount, the Merchant shall complete
pre-authorisation for the pre-authorised amount and must subsequently authorise the difference between the
pre-authorised and actual amounts.

Successful completion of pre-authorisation cannot be cancelled using the RETURN function, as this transaction
may cause an exchange rate difference and result in a loss for the cardholder.

Successfully completed pre-authorisation cannot be cancelled using the CANCEL function. In the case of
refunding money due to an erroneous transaction, it is necessary to contact the Bank in writing to cancel the
transaction using the electronic form on the Bank’s website or by e-mail at: posky@unicreditdroup.sk.

13
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3.2 MO/TO (MAIL ORDER/TELEPHONE ORDER)

MO/TO

MO/TO is a transaction executed on the basis of a written or telephone order of goods or services, where the
future payment will be carried out without physical presentation of the card by its holder to the provider of the
goods or services.

MO/TO transactions can be executed only on the basis of a special agreement with the Bank!

» The Merchant ensures that the “Account Debit Agreement” form has been completed (see Annex 2; hereinafter
referred to as the “Form”).

= With his/her signature, the cardholder confirms, in writing, his/her consent to the execution of the transaction.

» On the date of receipt of the order, the Merchant enters the transaction into the electronic terminal.

« Upon authorisation, the Merchant renders the CVV2/CVC2 code on the Form illegible by blacking it out or
cutting it out of the marginal part of the Form. The Merchant will then dispose of the cut-out part of the Form
by shredding or burning it.

FORM - Account Debit Agreement

By issuing this Form and signing it, the cardholder acknowledges his/her obligation to pay for the ordered goods or
services and confirms the correctness and accuracy of the data provided on the Form.

All types of document must be legibly completed and may not contain any corrections or strikethroughs. The Form
may not be retained with information about the CVV2/CVC2 code, even in the case of a rejected transaction.

Dispatch of doods

A Merchant that dispatches goods to a cardholder must send the goods in such @ manner that makes it possible to
unambiguously demonstrate delivery of the goods and acceptance by the recipient.

14



3.3 OTHER TYPES OF TRANSACTIONS

NO SHOW

Payment for a reservation that is not cancelled and not used — e.g., the customer orders a service (reservation

of a hotel room) and does not cancel it or does not cancel it in time. If such a case occurs, the Merchant is

authorised, in accordance with the rules issued by the scheme, to charge the customer for only one night or for

one day of vehicle/device rental as compensation.

Conditions:

« The Merchant must inform the client of the charge by fax or e-mail.

» The Merchant must have the card information (card number, period of validity) available. For this type of
transactions, the Merchant shall never request a CVV2/CVC2 code.

» The Merchant must have a written order of goods or services.

» The Merchant must have the right to such compensatory billing in its terms and conditions for the provision of
services.

» The Merchant shall prepare a sales receipt with all requisites, including the words “No Show” in the space
intended for the cardholder’s signature.

DELAYED OR AMENDED CHARGES

ADDITIONAL CHARGING OF SERVICE FEES

If, after the transaction has been executed and the cardholder has departed, it is ascertained that the service has
not been paid for in the full amount (e.g., unpaid telephone calls, consumption of refreshments from the hotel
minibar), the Merchant may demand payment of the unpaid amount. The Merchant shall complete a supplemental
sales receipt with all requisites and legibly write “Signature on File” (S. O. F.) in the space intended for the
cardholder’s signature. The Merchant must inform the cardholder of the reason for such additional charde by fax or
e-mail. The Merchant shall also send a copy of the sales receipt to the cardholder’s address.

However, all of these methods of charging the cardholder (MO/TO, No Show, S.0.F.) are charded to the
Merchant subject to cancellation. Therefore, the given transaction is valid if the cardholder does not file
a claim adainst it, i.e., does not deny having used the goods or services provided by the Merchant.

EXCHANGE OFFICE, CASINOS

The following must be printed on the receipt:

« the document’s date of issue

« the amount and currency of the transaction

« the card number and the Merchant’s identification number

If the transaction has not been verified by entering a PIN or biometric method and for Visa card transactions

over USD 500 (or equivalent in another currency), the cardholder’s identity must be verified by checking a valid

identification document (see the definition of terms) and adding the following to the document:

« type of identification document

« the cardholder’s signature, which must match the signature on the signature panel of the payment card. If
there is a signature panel on the payment card, no signature is required for payment cards where transactions
are confirmed by entering a PIN or using a biometric method.

15



NOTICE FOR MERCHANTS PROVIDING ACCOMMODATION SERVICES:

In connection with the Agreement on Acceptance of Payment Cards for Accommaodation Services, the Merchant
may settle payments for its services without the physical presence of the payment card by executing the
following types of transactions: pre-authorisation No Show, S. O. F., Advance Deposit (guaranteed reservation),
Priority/Express Check-Out Service.

Particularly in the case of Advance Deposit transactions, where the Merchant charges the payment card in
advance for planned accommodation, it is important to note that these transactions are always billed subject
to cancellation. If the cardholder files a claim adainst this transaction, the Bank shall be authorised to debit,
without the Contractual Partner’s prior consent, the amount thus paid from subsequent payments to the
Contractual Partner.

Suspicious behaviour of clients that could lead to fraud and how to proceed in such cases:

« Reservations are made for an unusually long period or for a large number of persons, usually sent by e-mail
directly to the hotel.

» The payment card is rejected in the course of authorisation and the customer immediately sends more
numbers, or requests that the total amount of the transaction be divided among multiple offered card
numbers.

You are approached by a foreign travel agency that Juarantees accommodation for its clients by
presenting a payment card and concurrently requests that you send a commission for its service to
its bank account.

« If you have used the Advance Deposit (guaranteed reservation) method to charge an amount for a reservation
and the cardholder subsequently cancels the reservation, never accede to refunding the amount in any way
other than to the original card number (not, for example, to a bank account, in cash or by dispatching goods).

» Never accept orders of other services or goods that are not directly associated with accommodation services
(e.g., purchase and delivery of electronics).

« If the guest is present, always demand physical presentation of the payment card and execute the transaction
using the card (magnetic stripe, chip, contactless) or verification of the transaction via a smartphone,
smartwatch, etc. Never agree to use payment-card information dictated to you by the person presenting the
card (e.g., from a mobile telephone, computer).

« In order to reduce the risk of claims arising from possible fraudulent transactions, the correct and appropriate
procedure in the case of guaranteed reservations is to carry out pre-authorisation at the POS terminal and to
subsequently complete the transaction with the presence of the payment card upon the guest’s arrival. The
card will thus be verified by the POS terminal. If the guest is present, always request physical presentation
of the card and execute the transaction with the presence of the card (magnetic stripe, chip, contactless by
placing a card or mobile phone near the reader, etc).

= Another possible way to prevent fraudulent reservations is to accept cards via an e-commerce payment
gateway (push payments) with 3D security.

If you have any questions, please contact the payment-card security department or the authorisation service.
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3.4 RETENTION OF PAYMENT CARDS

The Merchant must retain a payment card in the following cases:

« The Merchant received a “RETAIN CARD” order from the authorisation centre.

« The security elements on the card do not correspond to the schemes’ requirements (see clauses 1.2 — 1.5).
Contact the authorisation centre and state the phrase “code 10", whereupon the operator will verify the
authenticity of the card, or as the case may be, instruct the Merchant to retain the card.

The payment card is the property of the company that issued it, i.e., the card issuer. The customer is only the
holder of the card.

A request for authorisation is submitted via a computer network to the card issuer, which decides on the
response to such request. The employee therefore must comply with the issuer’s demand to retain the
customer’s payment card. If the cardholder wants to know the reason for the retention of his/her payment
card, he/she must contact the card issuer.

When a card is retained, the Merchant shall use all reasonable and non-violent means to ensure that the card
remains in the Merchant’s possession. The Merchant shall render the retained card unusable in view of the
cardholder, and upon request, issue the customer with “HOT CARD RECEIPT CONFIRMATION” (see Annex 1).

The Merchant shall fill out the “HOT CARD RECEIPT CONFIRMATION” (see Annex 1), which must contain the
Merchant’s name, address and identification number, the employee’s name and address, the employee’s account
number, the date of retention and the date of sending the card, the reason for retention, and the payment-card
number. The Merchant shall hand over the confirmation together with the payment card to any UniCredit Bank
branch in person or send it by registered mail within one week to the UniCredit Bank payment-card department
(see the TELEPHONE CONTACTS AND DIRECTORY).

The Merchant shall never provide the contact information of the authorisation centre to a cardholder.

In the cases described above, the Bank will decide on the payment of a reward for the retention of a payment
card. The finder of a payment card is not entitled to a reward.

In the event of finding a payment card at its point of sale, the Merchant shall fill out a “FOUND CARD RECEIPT
CONFIRMATION” (see Annex 3).

How to render Visa, V Pay and Mastercard payment cards unusable
A payment card is rendered unusable by cutting it along the card number.

Send retained payment cards to the address shown below:

UniCredit Bank Czech Republic and Slovakia, a.s., pobocka zahrani¢nej banky
Acquiring SK Sancova 1/A

813 33 Bratislava
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3.5 CLAIMS

COMPLAINTS MADE ON A PAYMENT TERMINAL/SOFTPOS APPLICATION

CLAIMS EXECUTED AT THE PAYMENT TERMINAL/SOFTPOS APP

The cardholder files a claim regarding the quality of provided goods or services.

In the event that the cardholder files a claim with the Merchant regarding the quality of provided goods or
services, the Merchant shall issue a refund of the claimed amount using the RETURN function.

CLAIM REQUEST FILED BY THE POINT OF SALE

In the event of an incorrect settlement of a transaction (the cardholder is no longer present), the Merchant
may file a claim request in writing (via an electronic form on the Bank’s website or by e-mail, see the contact
information below) by sending a “CLAIM REQUEST” form to the Bank (see Annex 4).

Additional settlement of transactions and transaction differences

» The Merchant is not automatically entitled to additional settlement.

« The Bank must request the issuing bank’s consent for additional debiting of the client’s (cardholder’s) account.
« Additional settlement is ALWAYS SUBJECT TO CANCELLATION.

SETTLEMENT OF PAYMENT TRANSACTIONS BY THE BANK

If the Merchant breaches the conditions under which the Agreement was concluded, for example, if the Merchant
submits incorrect or incomplete documents or executes an unauthorised transaction, the Merchant will not be
reimbursed for the transaction.

In certain cases, the Merchant may be reimbursed for the transaction. If, however, the payment-card issuer does
not reimburse the payment thus rendered or reverses recognition of a payment that has already been made,

the Bank is authorised to offset such payment as its own receivable toward the Merchant against any of the
Merchant’s receivables toward the Bank. If the Merchant does not have any receivables toward the Bank, the
Merchant will be called upon to remit the disputed amount to UniCredit Bank.

This may occur, for example, if:

« authorisation was not carried out

« the sales receipt does not contain the customer’s signature (if a signature was required for the transaction at
a POS terminal)

« the transaction was executed with a counterfeit card or through misuse of the card number, etc.
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4. SETTLEMENT OF TRANSACTIONS

SETTLEMENT OF PAYMENTS

UniCredit Bank normally credits amounts from card transactions according to the total amounts for individual
types of payment cards, or the total amounts per individual payment terminal/SoftPQS app, if agreed, for the
previous business date. The value of the payment and the calculated fee for the transaction, i.e., the payment
and commission (fees), are credited to the Merchant’s account.

STATEMENT OF CARD TRANSACTIONS

The notification (statement) contains a detailed overview of all payment card transactions executed at EFT POS
terminals/SoftPOS app, a description of the type of payment cards and a detailed view of the fees charged. It
also includes a summary of transactions for each EFT POS terminal/SoftP0OS app, each Client operation, as well
as an overall view of the Client.

IDENTIFICATION OF PAYMENTS IN ACCOUNT STATEMENTS

Sender: UniCredit Bank, account number SK0511110000009219150071
Variable symbol: date of the executed transaction according to the type of payment card
Constant symbol: 0009

Specific symbol: payment terminal/SoftPOS app identification number

Narrative symbol: POS payment/POS fees

Amount: value of transactions/fees by type of summarising
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5. PCIDSS

The Payment Card Industry Data Security Standard (PCIDSS) comprises a set of international rules that define
the conditions for handling cardholder data contained on cards. These international rules, whose compliance
with is required by card schemes and companies, are intended for organisations that process, transfer and store
cardholder data (from payment cards and about card transactions).

The purpose of the PCIDSS is to limit the risk of leaks of cardholder data and to thus prevent the misuse of such
data. As a model framework for ensuring security, the PCIDSS contains the most appropriate procedures for
minimising the risk of data theft. This standard is binding for all points of sale that accept payment cards, and its
basic requirements are included in the Product Business Terms and Conditions of the Agreement on Acceptance
of Payment Cards.

By properly protecting cardholder data, you protect your customers and thus also your business.

Cardholder data that must be protected according to PCIDSS requirement No. 3.4:

« card number
« cardholder’s name
« date of expiry of the card’s validity.

Sensitive authentication data that may not be stored in any way after authorisation, not even
in encrypted form:

- all data from the card’s magnetic stripe or chip

« CVV2/cvez

« PIN/PIN block

Chip CID (American Express) Magnetic stripe (data from Tracks 1 and 2)

CAv2/CID/cvC2/cvve
(Mastercard, Visa)

Card expiry

All items indicated with the red line are sensitive cardholder data. The data from the back of the payment card
or the chip may not be stored in any way. The other indicated data may be stored if necessary for business or
process reasons; however, such data must be protected according to the PCIDSS.
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How to store payment card holder data
Build and maintain a secure network and systems.
) Install and maintain network security controls.
) Use secure configurations for all system components.
Protect your payment card details.
3) Protect the stored data of payment cardholders.
4) Encrypt the transmission of payment cardholder data over open public networks.
Maintain a vulnerability management program.

1
2

5) Protect all systems and networks from malicious software.
6) Develop and maintain secure systems and software.
Implement strict access control measures.
7) Restrict access to payment cardholder data and system components to authorised personnel only.
8) Identify users and verify access to system components.
9) Restrict physical access to cardholder data.

Regularly monitor and test your networks.
10)  Record and monitor all access to system components and cardholder data.
11)  Regularly test the security of your systems and networks.

Maintain information security policies.
12)  Support information security through organisational policies and programmes.

If it is ascertained that a leak or misuse of cardholder data has occurred at the Merchant or the Merchant’s agent,
the Merchant must report such fact without delay to the Bank by e-mail at: cards.fraud.control@unicreditdroup.cz.

The rules issued by the card companies define the level to which Merchants are assigned based on the type and
number of transactions executed per year. The Bank determines the level to which a given Merchant belongs.

Requirements for validation of Merchants’ compliance with the PCIDSS (by level)

Merchant level

The Bank’s validation requirements

1. Merchants with turnover
of more than six million
transactions per year

Audit conducted by an external auditor (QSA) or certified internal auditor (ISA), with
a final report on compliance (ROC) + a quarterly ASV scan (if applicable)

2. Merchants with turnover
of one million to six million
transactions per year

Audit conducted by an external auditor (QSA), with a report on compliance
(ROC) or completion of a self-assessment questionnaire (SAQ), including
attestation of compliance (AOC) by an internal certified auditor

(ISA) + quarterly ASV scan
(if applicable)

Completion of the SAQ self-assessment questionnaire, or proof of the use of a
certified (from the point of view of PCIDSS) service provider, or solutions when
the merchant does not come into contact with the payment card number +
quarterly scan from ASV

3. Internet Merchants
with turnover of 20,000 to
one million e-commerce
transactions per year

Completion of a self-assessment questionnaire (SAQ) or demonstration of
the use of a certified (in terms of the PCIDSS) provider of services or solution
where the Merchant does not come into contact with payment-card numbers
+ quarterly ASV scan

4. Other

Completion of a self-assessment questionnaire (SAQ), including attestation of
compliance (AOC) + quarterly ASV scan (if applicable)

Abbreviations:

QSA (Qualified Security Assessor) — An external certified auditor who conducts the on-site PCIDSS audit. A list
of auditors is available on the official PCIDSS website.

ASV (Approved Scanning Vendor) — An approved provider of scanning. A company approved by the PCIDSS to
provide services involving the scanning of external vulnerabilities.

ISA (Internal Security Auditor) — An employee of the Merchant who has completed the PCIDSS certification
programme.

SAQ (Self-Assessment Questionnaire) — A tool used by an entity for verification of its own compliance with the
PICDSS.

All detailed information about the PCIDSS is available at https://www.pcisecuritystandards.org/.

Please direct any questions regarding the PCIDSS to: cards.fraud.control@unicreditgroup.cz.
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Service providers (agents)

It is possible that, in carrying out its activities, the Merchant uses the services of a service provider and shares
cardholder data with such provider. Service providers include, for example, airline and accommodation or other
booking agents, operators of reservation systems, payment-gateway providers, webhosting companies, loyalty
programme or call centre operators, etc.

In such case, the obligation to protect cardholder data in accordance with the PCIDSS rules applies also to such
companies, and the Bank must be informed of such cooperation.

These providers must redister on the websites of the individual schemes. The Merchant may use only such
service providers that are fully in compliance with the PCIDSS, and the Merchant bears full responsibility
for them, including in the event of a data leak that occurs on the part of a service provider.

If the Bank ascertains that the Merchant is using a service provider that is not in compliance with the
PCIDSS, then the Bank is authorised to suspend processing of the Merchant’s transactions.

You can find out whether your agent is registered on the websites of the individual companies (see below):

Visa:
https://www.visa.com/splisting/searchGrsp.do

Mastercard:
https://www.mastercard.com/content/dam/public/mastercardcom/glabalrisk/pdf/SP%20P0ost%20List%2003-
31-2021.pdf
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6. TELEPHONE CONTACTS AND DIRECTORY:

TOLL-FREE INFOLINE UNITEL: *1111 (free of charde from all networks)
(available: non-stop) 02/69 202090
AUTHORISATION CENTRE: 02/68 28 57 50

(verification of successful transactions)
(available: non-stop)

TECHNICAL SUPPORT TO MERCHANTS:

Nexi Central Europe, a.s. terminal servicing 02/68 28 57 50
(available: non-stop) 02/68 28 54 60
SONET Slovakia, s.r.0. terminal servicing 02/49 20 20 88

(available: non-stop)

Axasoft, a.s. terminal servicing 02/48 29 42 59
(available: non-stop)

PRINTEC SLOVAKIA, spol. s r.o. terminal servicing 02/57 10 33 90
(available: non-stop)

GP Partner s.r.o. terminal servicing 02/32195479
(available: non-stop)

Support for the SoftPQOS application is available via a web form https://www.posmansuite.com/sk/support/ucb-
softpos.

PAYMENT CLAIMS:

Claiming a transaction at a payment terminal (unicreditbank.sk)

https://www.unicreditbank.sk/sk/podnikateliaamensiefirmy/formular-reklamacia-terminal.html
posky@unicreditgroup.sk

ADDRESS FOR SENDING RETAINED PAYMENT CARDS:
UniCredit Bank Czech Republic and Slovakia, a.s.,
pobocka zahranicnej banky

Acquiring SK

Sancova 1/A

813 33 Bratislava

REPORTING OF COMPROMISED CARDHOLDER DATA: cards.fraud.control@unicreditgroup.cz

(e.g., loss/theft of receipts, electronic data or computer, network attacks, etc.)
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